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Section 1. Purpose of the Data Sharing Agreement

This Data Sharing Agreement aims to formalise the agreement between the MPS and the Partner Agency where personal and/or special category data is being processed. It describes the arrangements between the MPS and the partner agency, detailing how MPS data must be processed.

By signing this Agreement, the named agencies agree to accept the conditions set in this document, according to their statutory and professional responsibilities, and agree to adhere to the procedures described.

This Agreement has been developed to:

· Define the specific purpose(s) for which the signatory agencies have agreed to share information.
· Outline the personal and/or special category information to be shared.
· Set out the legal gateway through which the data will be shared 

· Stipulate the role(s) and procedures that will support the processing of information between agencies.
· Describe how the rights of the data subject(s) will be protected as stipulated under the Data Protection laws (UK General Data Protection Regulations -UK GDPR-, Law Enforcement Directive and the Data Protection Act 2018).
· Describe the security procedures in place to ensure compliance with the Data Protection Act 2018 and agency-specific requirements.
· Describe how this arrangement will be monitored and reviewed.  

The signatories to this agreement will represent the following agencies/bodies:

· Metropolitan Police Service (Operation Orochi)
· Rescue and Response
Section 2. Background and data to be shared
2.1 
Purpose and Scope for sharing data
The term ‘county lines’ describes the movement of controlled drugs from one area to another for the purpose of supplying the drugs to customers in the second area. In the majority of instances, the drugs are exported from a metropolitan area to a provincial county and the sale of the drugs is facilitated through the use of a dedicated telephone line, hence the name ‘county lines’.
The National Crime Agency (NCA) defines county lines as; ‘where illegal drugs are transported from one area to another, often across police and local authority boundaries (although not exclusively), usually by children or vulnerable people who are coerced into it by gangs. The ‘County Line’ is the mobile phone line used to take the orders of drugs. Importing areas (areas where the drugs are taken to) are reporting increased levels of violence and weapons-related crimes as a result of this trend.’

Nationally, law enforcement activity has established a substantial evidence base that demonstrates a clear nexus between county lines and the exploitation of young people for the transportation of drugs to the importing area. There is an established link between violence and drug supply, both in general and specifically in the case of county lines. Young people exploited on county lines are therefore at significant risk of being subjected to violence. Even in cases where there is limited risk of violence, those who have been coerced into involvement in drugs supply are at risk of being criminalised through their participation in a serious criminal offence.
London is the most significant exporter of county lines nationally, and to counter this the MPS has formed a dedicated County Lines Task Force, known as Operation Orochi.

Rescue and Response (R & R) is a project funded by the Mayor’s Office for Policing and Crime (MOPAC). Its purpose is to provide a pan London service that supports London young people aged up to 25 who are involved in or affected by county lines activity.
R & R provides a range of services for this purpose, including:

· 1:1 support for young people exploited in London

· Specialist support for young women 

· Help to manage risk and safeguarding

· Support to move away from county lines and experiences of criminal exploitation and harm

· Family and housing support 

· Awareness-raising training on county lines.

It is delivered in partnership by:

· Abianda - a social enterprise that works with young women and girls affected by criminal exploitation and violence;

· St. Giles Trust – a charitable trust that supports young men referred to the programme

· Safer London – a charitable foundation that supports young Londoners, their families, peers and communities affected by violence and exploitation.

· London Borough of Brent

When the MPS (Op Orochi) identifies a London based young person who is believed to have been subject to exploitation on county lines, a referral is made to R & R. Regular meetings are held between R & R and Operation Orochi to monitor the outcomes of referrals. The effectiveness of the partnership will be significantly enhanced by the ability to share data about individuals.
To deliver the best safeguarding decisions that ensure timely, necessary and proportionate interventions, decision makers need the full information picture concerning an individual and their circumstances to be available to them. Information viewed alone or in silos may not give the full picture or identify the true risk. All the information from various agencies needs to be available and accessible in one place; to keep children safe and assist signatories to this Agreement in discharging their obligations.
This Data Sharing Agreement (DSA) formally sets out how Personal and/or Special Category Data held on MPS indices is shared with the R & R partnership. This DSA will interact with other core agreements, to govern how data held on MPS indices will be shared.
Personal data held on MPS databases relating to young people exploited on county lines, and the circumstances in which they came to police notice will be shared with R & R for the purpose of maximising safeguarding and diversionary opportunities.

The MPS will receive progress updates from partner organisations on cases referred to R & R in order to understand what is working and inform future decision making on cases suitable for referral. This may include cases referred by others, such as County Forces, of London individuals involved in County Lines that are relevant to discussions between MPS and R&R. 
Information sharing between the MPS and R & R will achieve a holistic response to tackling the exploitation of young people on county lines. At a tactical level it will enable R & R to offer a bespoke service to each young person referred to their service, tailored to their needs and circumstances in order to safeguard them and maximise opportunities for diversion away from criminality. 
At a strategic level it will enable information to be shared on trends and mechanisms employed by exploiters in order to recruit young people into county lines, enabling strategies to address these avenues to be formulated and implemented. 
The information sharing will therefore benefit not only those who are the subject of referrals to R & R , but also the wider population of London as it will both assist in the dismantling of the county lines business model and also prevent further young people from the capital being drawn into County Lines and likely exploited. 
MPS data shared with R & R will not be used for any other purpose outside of that specified in this agreement. 

Information shared will not be disclosed to a third party without seeking prior permission from Operation Orochi.  

The agreement will be subject to formal review after a period of 12 months from inception. However, it is accepted that changes in working practices or legislation may necessitate amendments prior to this date.
2.2 
Data to be Shared

Data to be shared with R & R relating to young people who are believed (either through evidence or intelligence) to be at risk of exploitation on county lines:
Personal Data

· Subject surname

· Subject forename(s)
· Subject date of birth

· Subject PNCID (Police National Computer ID)

· Subject address
· Subject contact details (telephone number, email address etc.)
· Subject street name or nickname

· Subject information concerning gang & criminal activities and intelligence which includes county lines information and exploitation
· Intelligence on associates and locations (where relevant to exploitation)
· Known gang affiliations (where relevant to exploitation)
It is necessary to share this data in order to provide sufficient information about the individual for partner organisations to assess potential safeguarding options and other support that they can provide.
The data will be derived primarily from Merlin, the MPS IT system used for the recording of Missing Person investigations and Safeguarding Related Incidents. Data relating to criminal activities and gangs may be derived from the MPS intelligence database, CrimInt (N.B. both of these systems will be replaced by the MPS new IT system, CONNECT, during the effective period of this agreement).

Special Category Data
· Subject ethnicity
It is essential that this data is shared as evidence to date indicates that young people from specific ethnic backgrounds are at greater risk of being exploited for county lines. Data derived from Operation Orochi’s recoveries of exploited young people since April 2022 shows that 74% of the total had a self-defined ethnicity of Black British or Black African. Accordingly the ethnicity of the subject is highly relevant to ensuring that R & R provide an appropriately tailored package, as well as looking at wider trends to understand and seek to address any disproportionality in representation of particular ethnic groups on county lines.
Criminal Conviction Data

This data is essential for partner organisations to understand the past behaviour of the subject and take appropriate steps to make an effective intervention, diverting the young person away from an escalation and downward spiral of criminal behaviour.
Section 3. Privacy Management & Security Framework
3.1
Data Sharing Process
Immediate Urgent Referral

Where a young person comes to police notice as a consequence of a live proactive operation, initial referrals are made to R & R verbally (by telephone) for reasons of expedience. This is because the young person may be in need of immediate support and assistance. R & R operate a service where they will attend the location where the young person has been found and assist them to get home.

Other referrals

In all other circumstances, information will be shared by the MPS file system ‘Box’. Box is a cloud based storage system utilised by the MPS. Sharing will be given at ‘viewer’ level only and access will only be given to those who require it via the Trusted Partner element.
It is envisaged that there will be monthly meetings between Operation Orochi and

R & R, and information will be shared in advance of these meetings to enable an informed discussion.

· All MPS data to be shared by box.
· Data will only be shared on the authority of the Operation Orochi SPOC (Lead Responsible Officer), who will be responsible for reviewing data prior to it being shared

· Data will be shared with a SPOC in R & R (Operations Manager)
· Operation Orochi analysts will be responsible for interrogating indices to identify relevant data to be shared. This will be primarily sourced from Merlin (to be replaced by CONNECT) and Operation Orochi’s Box folder containing details of operations in which exploited young people were encountered

· Information shared by the MPS will be recorded on CrimInt (to be replaced by CONNECT) by the analyst compiling the data to be shared once authority for sharing has been granted
· All data will be handled in accordance with the requirements of the relevant Government Security Classification – no data with a classification higher than OFFICIAL will be shared.
· Data will only be retained by partners for as long it is necessary to do so, in all cases remaining compliant with both organisational policy and legislation regarding the retention of data.

· The R & R SPOC (Operations Manager) will be responsible for notifying the Operation Orochi SPOC of any changes or perceived inaccuracies in the data provided, and the Orochi SPOC is responsible for ensuring that MPS systems are updated where appropriate.

· No data will be shared outside the EEA at any time.
3.2
Confidentiality and Vetting
Where OFFICIAL SENSITIVE information is being shared, vetting is not mandatory but access must always be limited on a strict “need-to-know” basis (unless there are national security implications, in which case a Counter Terrorist Check (CTC) is required). Partners must confirm that employees who will access shared information will have a “need-to-know” basis for accessing that information, and that they have provisions in place to ensure that unauthorised dissemination or copying by their staff does not occur.

The recipients of MPS data under this agreement will not be routinely subject to vetting as a condition of receipt of the data. However, partner organisations understand that data will only be shared with staff/employees where there is a clear necessity for them to access the data. .

3.3
Data Transfer 

The guidance below relates to the movement of OFFICIAL SENSITIVE information by electronic means. NO data will be shared by physical means.
The primary method of data transfer will be electronic.
Electronically
· Sharing of MPS information as identified in section 2.2 will be via BOX. The information shared will be recorded on CrimInt (or CONNECT when this system replaces CrimInt). Partners will nominate members of staff to receive access to the box files.
· It is prudent to use guarded speech and keep conversations short, when sharing information via telephone.
· Sharing of information also occurs through meetings which are held on MS Teams, this can occur verbally with any further sharing via BOX. An MPS police officer is present at all meetings and provides consent to share the information with relevant partners.
· Minutes of any meetings between MPS and R&R will be compiled and retained within a dedicated folder on the Box application. These will be retained for six years in line with MPS MOPI policy.
3.4 
Data Storage 

Partner Agency’s Building & Perimeter Security

Where OFFICIAL SENSITIVE information is concerned, the information will be kept within a secure location with a managed and auditable access control system that the general public have no access to. 

The guidance below relates to the storage of OFFICIAL SENSITIVE data by both physical and electronic means, albeit it is not envisaged that any data will be stored other than by electronic means.
Electronically on a partner’s system
Where information is being kept on electronic systems, partners confirm that their systems are secure to a level appropriate to store Official Sensitive information. Accordingly, system access controls must be in place (i.e. username & password), keeping permissions to a minimum, to those who have a genuine “need-to-know” for the information, and where details of individuals accessing information can be audited.
Data will be stored on young people and adult case notes on secure databases by all stakeholders in the R & R partnership.

The London Borough of Brent is currently working towards membership of the UK government ‘Cyber Essentials’ scheme, but at the present time the partner organisations are not part of the scheme.

3.5
Business Continuity
If the need arises for data shared within this agreement to be backed up either electronically or with the movement of physical files, then the responsible party must ensure that the appropriate storage and protection measures are in place.

Electronically

If information is backed up electronically via a disc, hard drive, or any mobile device, then the appropriate level of encryption and or password requirements must be in place. This should be followed by the media used being stored in a physical location that has a level of security appropriate to the level that the information held is graded to.

Whilst partner agencies to this agreement may have their own security standards & protocols, where MPS information is concerned the relevant security standards set out by the GSC for transmitting, storing and disposing information must be adhered to at all times.
3.6
Data destruction / disposal
The guidance below relates to the disposal of OFFICIAL SENSITIVE information, including papers and electronic information.

Electronic Information from Partner’s System

· Electronic information held on a partner agency’s system will be securely erased or overwritten using an approved software utility to a standard applicable to the security classification.

· Electronic information will be disposed of through the physical destruction of the computer media.
No information will be shared in hard copy.
3.7
Reporting Security Incidents and Breaches of the Agreement
Partner Agency Responsibility

Security breaches, including misuse of MPS information must be reported to the MPS SPOC (Operation Orochi Lead Responsible Officer) without undue delay of occurring or upon becoming aware. This is to allow the MPS to risk assess the security incident or breach of the Agreement.
It is still the responsibility of Rescue and Response to comply with the obligations laid out under Section 67 and 68 of the DPA 2018.
It is the responsibility of the Rescue and Response Operations Manager to report any security breaches to the Operation Orochi Lead Responsible Officer. Breaches will be notified by telephone in the first instance, with full details of the breach being confirmed in writing via secure email without delay following initial telephone contact.
It is confirmed that security breaches including misuse or unauthorised disclosure, are covered by the Partner Agency’s internal disciplinary procedures. If misuse is found there should be a mechanism to facilitate an investigation, including initiating criminal proceedings where necessary.

MPS Responsibility

The nominated MPS SPOC (Operation Orochi Lead Responsible Officer) must immediately inform the Information Assurance Unit (IAU) of any security incident or breach of this agreement, including unauthorised disclosure or loss of information, by emailing ‘IAU Mailbox - Security Incidents’.
3.8
Compliance
All partners are responsible for ensuring the security controls are implemented and staff are aware of their responsibilities under the Data Protection Act 2018.
All partners agree where necessary to allow peer-to-peer reviews to ensure compliance with the security section of this DSA. Compliance with these security controls will be catered for in the periodic reviews of the DSA.

3.9
Review
In accordance with the Guidance on the Management of Police Information (MoPI) this DSA will be reviewed six months after implementation and annually thereafter.
Section 4: Legal basis for sharing data
Section 4 of the DSA explores the legality of the sharing activity. It details how the agreement will comply with the relevant statutory or Common Law powers when sharing data with partner agencies. 
4.1
First Principle: Legal Gateway
The first data protection principle states that data must be processed lawfully and fairly.

STATE the primary legal power you are invoking to share this information.

· Statutory Powers: 
Children Act 2004 – Sections 11 & 16 
Under the Children Act 1989, local authorities are required to provide services for children in need for the purposes of safeguarding and promoting their welfare. Police also have an obligation to comply with statutory guidance regarding the safeguarding of children.
Crime & Disorder Act 1998 – Section 115 
The Act makes provision for preventing crime and disorder, this permits the disclosure of information to specified relevant authorities where the disclosure is necessary or expedient for the purposes of the Act. 
The Crime & Disorder Act 1998 laid the foundations for a joined-up approach to tackling Crime and Disorder, by establishing Community Safety Partnerships and imposing a legal duty on certain ‘Responsible Authorities’ to formulate crime and disorder reduction strategies based on inter-agency partnerships. These ‘Responsible Authorities’ are:

· The Local Authority

· The Police

· Every provider of Probation services operating within the area in pursuance of arrangements under section 3 of the Offender Management Act 2007

· Every Fire and Rescue Authority

· Every Clinical Commissioning Group

Section 115 of the Crime and Disorder Act 1998 allows the disclosure of information to a ‘Relevant Authority’ or persons acting on behalf of such an authority in order to fulfill the purposes of the Crime and Disorder Act 1998.
The ‘Relevant Authorities’ include all the above ‘Responsible Authorities’ plus the following additions;

· Non-profit registered providers of Social Housing,

· A person registered under Section 1 of the Housing Act 1996 as a Social Landlord,
· Transport for London
· A Local Health Board

· The National Health Service Commissioning Board
Care Act 2014 – Sections 1 & 6 
The R&R Project encompasses young people aged up to 25 years, and those 18 years or older are therefore outside the scope of the Children Act. The Care Act allows the sharing of adult information to keep them safe from abuse and neglect. It is aimed at people with care and support needs who may be in vulnerable circumstances and at risk of abuse or neglect. In these cases, local services must work together to spot those at risk and take steps to protect them. The Act aims to create a legal framework so key organisations and individuals with responsibility for Adult Safeguarding can agree on how they must work together and what roles they must play to keep adults at risk safe. There are additional duties in the Care and Support Statutory Guidance 2018, which sits beneath Care Act. 
(    Common Law Powers: Where there is no statutory gateway, but the public interest in sharing information outweighs a Party's normal duty of confidentiality. 
For MPS to share information under Common Law it must be in connection with a Policing Purpose, namely: 
· Protecting life and property; 
· Preserving order; 
· Preventing the commission of offences; 
· Bringing offenders to justice; 
· Any duty or responsibility of the police arising from, common or statute law.
4.2
Human Rights - Article 8: The Right to Respect for Private and Family Life, Home and Correspondence
There shall be no interference by a public authority with the exercise of this right except such as is in accordance with the law and is necessary in a democratic society in the interests of national security, public safety or the economic well-being of the country, for the prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights and freedoms of others.

Despite there being an established legal gateway and a general public interest to share police information, you must also ensure that an individual’s right to privacy is not infringed by the data sharing.
STATE how this agreement meets the criteria of Article 8 of the Human Rights Act 

Article 8(1) rights are not absolute and should be weighed against the public interest, which may justify an interference with those rights. Mindful of the rights of the individual and the interests of the public at large, you must identify how the information sharing is:

· In pursuit of a legitimate aim: the prevention of crime by safeguarding individuals who are at risk of criminal exploitation for the purpose of county lines drug supply;

· Proportionate: young people exploited for county lines are at significant risk to both their physical and emotional wellbeing, and therefore it is proportionate to share information to prevent this;
· Appropriate and necessary in a democratic society: Police have both a statutory and moral obligation to safeguard young people, and also do everything possible to divert them away from crime and risk of harm. The privacy protections associated with a democratic society and enshrined within Article 8 do not override these obligations, and it is clearly appropriate and necessary to take action to ensure the safety of young people.
4.3. Data Protection Act 2018
The Data Protection Act 2018 acts as a framework on how to process and share personal data with trusted partners. 
· Schedule 1, Part 2 and Part 3 lists various conditions which, when fulfilled, allow for lawful processing of personal & special category data.
· Schedule 8, Part 3 lists conditions which are applicable when sharing special category data.
Please select the conditions relevant to this agreement in Sections 4.4 and 4.5, deleting those which do not apply, and elaborate on how they are satisfied. See Section 2.2 of this DSA for the definition of personal and special category data.
4.4. Schedule 1, Part 2, Data Protection Act 2018
In order to process and share personal data, at least one Substantial Public Interest Condition must be satisfied.

· Preventing or detecting unlawful acts Section 10(1)(2)(3);
The information supplied by the MPS supports the prevention of exploitation of children and young person’s up to the age of 25 for county lines through the provision of effective and appropriate support and diversionary schemes.
· Safeguarding of children and of individuals at risk Section 18(1)(2)(3)(4).
The information shared by the MPS identifies children and young person’s up to the age of 25 who have been exploited for county lines drug supply, and require support to safeguard them from being further victims and to divert them away from county lines. Taking enforcement action against those who have been identified as exploiting young people for county lines may also safeguard children and individuals at risk who are have not been formally identified but are being exploited.
Access this link for the relevant sections of the DPA 2018 Act

http://www.legislation.gov.uk/ukpga/2018/12/contents/enacted
In order to process and share personal data, at least one additional condition relating to criminal convictions in Schedule 1, Part 3 must be satisfied.

· Protecting individual’s vital interests Section 30(a)(b)
In this case the data processing is necessary in the vital interests of the subject to safeguard them from further exploitation and risk of serious harm. Young people under the age of 18 are legally incapable of giving consent to this processing.
Access this link for the relevant sections of the DPA 2018 Act

https://publications.parliament.uk/pa/bills/cbill/2017-2019/0190/18190.pdf
4.5.
Schedule 8, Part 3, Data Protection Act 2018
Conditions for Sensitive Processing Under Part 3
· Safeguarding of children and of individuals at risk Section 4(1)(2)(3)(4);
Access this link for the relevant sections of the DPA 2018 Act

https://publications.parliament.uk/pa/bills/cbill/2017-2019/0190/18190.pdf
The processing is necessary to protect the subject from physical, mental or emotional harm, and to protect their wellbeing. Individuals will be under 18, or where they are over 18 at significant risk, and will be either unable to consent by virtue of age or if over 18, in the circumstances the data controller cannot reasonably be expected to obtain consent as the individual may not be aware of the safeguarding process being invoked to protect them.
4.6. Data Protection Principles

Article 5 of the UK GDPR stipulates the key responsibilities for organisations in processing personal and special category data.

Under the UK GDPR and Data Protection Act 2018, all individuals have rights concerning how their data is used. We recommend that the following statements are included:

· Partners to this arrangement will respond to any notices from the Information Commissioner that impose requirements to cease or change the way in which data is processed. 

· The MPS reserves the right to withdraw right of use of the data at any time.

First Principle

The first data protection principle states that data must be processed lawfully and fairly. 
The legality of the data share has been covered in the previous section, hence the requirement of organisations to process information fairly under the Data Protection Act 2018 should be elaborated on. It means that people should have a legitimate expectation as to how their information will be used. 
To help with this, the MPS produces a Privacy Notice (https://www.met.police.uk/hyg/fpnm/privacy/), which should be made readily available to the public before their personal data is released to the MPS. For more information about this, and where exemptions may apply, please contact the ISSU or visit the information sharing intranet site. 
The data shared under this agreement will be processed in a fair manner that is limited to achieving the stated objectives. The process is also demonstrably transparent as this agreement will be published so that members of the public are able to see and understand how data is being shared and used, in line with standard MPS practice.
· Partners to this arrangement will respond to any notices from the Information Commissioner that impose requirements to cease or change the way in which data is processed. 

· Partners will comply with right of access requests in compliance with the relevant legislation (UK GDPR/DPA 2018), and if it is to be answered jointly to inform the MPS as soon as possible on receipt in order to comply with the statutory time limit. 

· The MPS reserves the right to withdraw the use of MPS data at any time.

Second Principle

Personal data shall be collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes. 

Data is collected in the course of the prevention and detection of crime, and is processed for the purpose of safeguarding young people from exploitation as part of the county lines business model. No processing of the data will take place for any other purpose or outside of these parameters.
Third Principle

Personal data shall be adequate, relevant and limited to the necessities of the purposes for which they are processed.
The data processed is limited to that which is both relevant and necessary to the purpose of safeguarding young people and diverting them away from criminality. The data is adequate to enable the partner organisations to assess the services that can offer, and to enable the partnership to identify commonalities between those who have been exploited or who are at risk of exploitation in order to formulate strategies to prevent further young people being drawn in. 
Fourth Principle

Personal data shall be accurate and, where necessary, kept up to date.
Steps must be taken to ensure that any personal data found to be inaccurate, is erased or rectified without delay. 

Data Accuracy
Data will be obtained from police indices. Personal data about subjects who are believed to have been victims of exploitation will be accurate as it will be supplied by the subjects themselves. Information about events may also be shared: this will be historical in nature and obtained from MPS records of those events. Accordingly it is unlikely that this data will be superseded by additional data that affects the accuracy of data already shared.
In the event of shared data having been identified as inaccurate, it is the responsibility of the Operation Orochi SPOC (Lead Responsible Officer) to notify partner organisations with whom the data has been shared and ensure that the inaccurate data, however historic, is either corrected or deleted as appropriate.

The MPS Data Office receive requests for rectification of data submitted directly by data subjects or by their representatives and when, by looking at the data concerned and the evidence provided or located, is found that the data was actually inaccurate they would take the necessary actions to ensure that the data is amended to their accurate version.
Fifth Principle

Personal data shall not be stored in a form that identifies data subjects for longer than is necessary. 

It may be stored for longer periods for research, statistical or archiving purposes in the public interest, subject to the implementation of appropriate measures to safeguard the rights and freedoms of individuals. 

All partners will handle, store and destroy all information in accordance with their responsibilities under the relevant legislation and in line with their information management policies.

Sixth Principle

Personal data shall be processed in a manner that ensures the appropriate security of the personal data. 

Data will be shared by BOX, and subject to the data security arrangements of the partner organisation (London Borough of Brent).
4.7. Common Law Duty of Confidentiality

If signatories have received any information in confidence, a Duty of Confidentiality towards the data subject almost certainly exists. Unless the data subject explicitly consents to sharing, there must be a compelling reason (i.e. in the public interest) to disclose the information compatible with a legitimate ‘policing purpose’.

There is a Duty of Confidentiality arising from the MPS data, and the legal basis for sharing this information is set out above. Partner organisations are bound by this duty, which may not be overridden except the data subject gives (and is legally able to give) consent.
4.8.
Consent
Explicit consent will be sought from data subjects where it has been identified as necessary for the processing of personal data, as stipulated in the relevant Data Protection, UK GDPR, Law Enforcement Directive legislation, and policies of the partners of this agreement.
Where consent is required, it is the responsibility of partner agencies to seek consent from data subjects. Individuals should be made aware of how their personal data will be processed, why and which agencies it will be shared with. They should be given the opportunity to opt into the given data share and informed that they may withdraw their consent at any time. 

In circumstances where consent has been refused or withdrawn by the data subject, that data will not be used unless withholding that information would risk causing harm or distress to any party.

Given the nature of police information, there may be occasions where personal information may be legally shared with other agencies without consent.

In this case, data shared will be regarding young people who have already been referred to Rescue and Response, or those who the MPS assess as potentially suitable for a referral. In these circumstances it is not possible to obtain consent as the data sharing may take place before any contact between R & R and the data subject, and in others the data sharing occurs at the point of the referral. In most cases the data subject will be under 18 and legally unable to consent in any event.
4.9
Freedom of Information and Right of Access Requests
FOIA Requests: Normal practice will be to make all DSAs externally available on the MPS Publication Scheme. It is recognised that parties to this agreement may receive a request for information made under FOIA that relates to the operation of this agreement. Where applicable, all partner agencies will observe the Code of Practice made under Section 45 of the FOIA, relating to consultation with others who are likely to be affected by the disclosure (or non-disclosure) of the information requested. The Code also relates to the process by which one authority may also transfer all or part of a request to another authority if it relates to information held only by the other authority.

Right of Access Requests (UK GDPR and DPA 2018): Individuals can request a copy of all the information an organisation holds on them, by making a Right of Access request (ROAR). This may include information that was disclosed to that organisation under this agreement. Where this is the case, as a matter of good practice, the organisation will liaise with the originating agency to ensure that the release of the information to the individual will not prejudice any ongoing investigation/proceedings.

The MPS shall comply with RoARs in accordance with the Data Protection Act 2018 and with the UK GDPR. There are limited exemptions in which the MPS may exercise, should the disclosure of information result in any significant harm. For example, DPA 2018 Schedule 2, Part 1, Section 2(1)(a)(b) “the listed GDPR provisions” and Article 34(1) and (4) of the GDPR (communication of personal data breach to the data subject) do not apply to personal data processed for any of the following purposes – a) the prevention or detection of crime; b) the apprehension or prosecution of offenders to the extent that the application of those provisions would be likely to prejudice any of the matters mentioned in paragraphs a) and b).
Section 5. Agreement signatures
The partner agencies signing this agreement accept that the procedures laid down in this document provide a secure framework for the sharing of information between their agencies in a manner compliant with their statutory and professional responsibilities.

As such they undertake to:

· Implement and adhere to the procedures and structures set out in this agreement.

· Accept responsibility to ensure that all staff involved are trained and fully aware of the procedures and structures of the agreement.
· Ensure that where these procedures are complied with, then no restriction will be placed on the sharing of information other than those specified within this agreement.

· Engage in a review of this agreement with partners six months after its implementation and annually thereafter. 

We the undersigned agree that each partner agency that we represent will adopt and adhere to this information sharing agreement:

	Agency
	Post Held
	Name
	Signature
	Date

	SOC Projects, (including Op Orochi) Metropolitan Police Service

	A/Detective Superintendent
	Dan Mitchell
	
	17/06/2023

	Community Safety and Prevention – Brent Council. 

Host Unit for Rescue and Response 

	Head of Community Safety and Prevention
	Kibibi Octave 
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	03/08/2023

	
	
	
	
	


	Metropolitan Police Service (MPS) 

March 2023
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